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Biometric enabled proximity-based user authentication 
ABSTRACT 
Today, if a user wants to access a device such as kiosks, public computers, and other 
shared devices, e.g., smart speakers, etc. for transient or periodic user, the user still has to sign 
into the device, often entering their username and password. The login process can be 
cumbersome and poses a security risk to the user’s account. This disclosure describes user 
authentication of host devices based on a combination of user biometrics and user proximity. 
Upon detection of the presence of a host device by a user’s mobile device, an unauthenticated 
connection, over channels such as Bluetooth or Wi-Fi, is first established between the mobile 
device and the host device to exchange metadata. The mobile device provides an encrypted 
ephemeral identifier (EID) to the host device. A biometric identifier, such as a facial photograph 
or a fingerprint, is provided by the user to the host device. The biometric is then sent from the 
host device to the mobile device via the unauthenticated connection to be verified. Upon 
verification of the biometric identifier, an appropriately scoped authorization token is provided to 





● Public computer 
● Proximity 
● Smart speaker 
● Guest access 
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● Bluetooth low energy (BLE) 
BACKGROUND 
User authentication and login processes for shared/public computers (for example, public 
workstations, kiosk terminals, smart TVs, assistant devices, cash registers, etc.) present 
challenges of usability and security. The process of user authentication for these devices is often 
onerous. For example, most kiosks provide only a touch screen on which the user needs to type a 
long sequence of characters for username and password.  
Similar problems apply to personally owned but shared devices (e.g. Wi-Fi router, smart 
TV, voice assistant, etc.) that lack an input and display method for entering user credentials. The 
login procedure to shared devices often necessitates the user to download an app to a phone and 
use a manual and time-consuming pairing process that involves both the phone and the shared 
device. 
Password-based login methods for public computers have widely acknowledged security 
problems and suffer the risk of password theft from shoulder-surfing during the entry of 
passwords on a large touch screen. Moreover, logging into an account with a username and 
password does not give granular access to the user's data; instead, all of the account data of the 
logged in user is accessible after logging in. 
DESCRIPTION 
This disclosure describes techniques for user authentication and login (sign-in) at host 
devices that are shared/public computers (for example, public workstations, kiosk terminals, 
smart TVs, assistant devices, cash registers, etc.) that address some of the aforementioned 
problems. User sign-in is enabled by a consenting user providing a biometric identifier to the 
host device and is validated only by the user’s trusted device (i.e. mobile phone), sent through an 
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unauthenticated proximity-based connection. User biometrics are obtained with user permission 
and express consent, and are utilized specifically for the purpose of login. 
Biometric enabled proximity-based authentication can provide quick and seamless sign-
in. With such authentication, a user carrying a mobile device can approach the host device, e.g., a 
kiosk, view the screen, and directly start using the service provided by the kiosk. A proof of trust 
is established with the host device to ensure that the biometric provided to the trusted device 
originated from the specific host device that the trusted device is near. The sign-in is enabled 
without dedicated hardware or pairing the user’s mobile device with the kiosk ahead of the sign-
in. 
 
Fig. 1: Biometric based authentication with a proximate mobile device 
Fig. 1 illustrates the use of techniques described in this disclosure. In the illustrated 
example, a user approaches an exercise machine (e.g., a treadmill, elliptical machine, etc.) 
configured to authenticate a proximate user utilizing biometrics. With user permission, 
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established beforehand, the user’s mobile device is detected by the exercise machine, and a 
screen (110) of the exercise machine displays a prompt (120) inviting the user to connect by 
capturing a biometric and sending it to the user’s mobile device. An indication of the detection of 
the user’s mobile device is also displayed (130).  
Upon user acceptance to connect using biometrics, with user permission, the user’s 
biometrics are captured. In the example illustrated in Fig. 1, the user has consented to use of the 
user’s face as a biometric. In operation, the user’s face is photographed (140) by the host device 
and transmitted securely with proof of origin to the trusted device, and facial recognition 
techniques are employed to verify the captured image as that of the user (150). Upon successful 
verification by the trusted device (e.g., mobile phone), the user is authenticated. A welcome 
screen (160) is displayed and the user’s preferred environment (e.g., the user’s preferred workout 
routine, workout history, music library, etc.) can be loaded. 
Prior to utilizing the system for authentication, the user completes a one-time registration 
step to associate a biometric identifier with a trusted user device, e.g. face, voice, etc., and to 
allow the trusted user device to be discoverable and connectable by host devices. In some cases, 
when the user provides permission, biometric data associated with the user and previously 
provided to a service provider can be utilized. Users are provided with options to decline 
biometric based authentication, and for such users, conventional authentication techniques are 
employed. 
The system is compatible with multiple proximity detection mechanisms (e.g. Wi-Fi, 
high-frequency audio, Bluetooth, Bluetooth Low Energy (BLE), etc.). The proximity detection 
mechanisms support discovery, connectivity, data transfer, and range detection of a user’s 
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mobile device. Bluetooth Low Energy (BLE) can be utilized as a preferred mechanism due to its 
popularity and support across multiple devices, including mobile phones and kiosks. 
The authentication flow is described below. 
The user's mobile device passively and periodically scans for host devices that support 
biometric enabled proximity-based authentication, if configured by the user. The presence of 
host devices that support biometric enabled proximity-based authentication is indicated by 
signals broadcasted by the host devices at regular intervals. When the presence of a host device 
is detected by a user’s mobile device, an unauthenticated connection is automatically established 
between the mobile device and the host device. Metadata, e.g. version number, kiosk device id, 
etc., are exchanged automatically between the devices utilizing a background process. If the user 
does not utilize the kiosk, the connection between the devices is terminated without user 
authentication. 
During the metadata exchange between the devices, the mobile device provides an 
ephemeral identifier (EID) to the host device. The EID is an encrypted, rotating, pseudorandom 
identifier provided to the host device that can be resolved to the user's account by an 
authentication server. When the user uses the host device, instructions are provided to the user 
(on a screen, via a speaker, etc.) requesting the user to provide a biometric sample (e.g. photo of 
face, voice snippet, etc.) to the host device. These operations can occur even without the user 
operating the mobile device. Users can provide biometrics, or alternatively, use conventional 
authentication techniques. 
With specific permission from the user, the user-provided biometric sample and the EIDs 
of connected mobile devices are uploaded by the host device to a server. The EIDs are resolved 
by the server to associated user accounts. The biometric sample is matched against previously 
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stored biometric data (that the user previously provided, with consent to use such data for user 
authentication) related to the user profiles associated with the users. If the user's biometric profile 
is not available on the server or if the user has configured the user profile to not use server-based 
biometric profiles, the biometric data is provided to the user's mobile device (located close to the 
host device) for verification. The biometric data is provided in an encrypted form. 
Upon successful verification of the biometric data, it is verified that the user's mobile 
device and the host device are still connected. The server provides an appropriately scoped 
authorization token to the host device, tailored to the specific functionality of the host device 
(e.g. watching movies, playing music, etc.) for a limited duration.  
With user permission and express content, the proximity of the user’s mobile device to 
the host device is determined based on signal measurements that are indicative of the user’s 
proximity. When the user moves away from the host device, e.g., at the end of a workout session 
in the example illustrated earlier, the authorization token is revoked, and the host device no 
longer has access to the user account.  
Examples of use 
Additional examples of use of biometric enabled proximity-based user authentication are 
described below. In each of these examples, it is presumed that the user has provided consent for 
use of biometric data for authentication, using the techniques described earlier. 
● A user enters a fast food restaurant to use a kiosk configured to facilitate food orders. The 
kiosk takes a photo of the user to authenticate the user. Upon successful authentication, 
user preferred items are displayed to the user. 
● A user visits a friend that owns a voice assistant device. The user issues a voice 
command: "play my music." The voice biometric sample is utilized to authenticate the 
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user’s identity. Successful verification of the user’s identity starts playback of the user’s 
music. 
●  At an airport, a user walks up to an information kiosk and asks: "When is my flight?" 
User identity is verified, and utilized to retrieve travel details of the user, and display the 
user's flight information. 
Techniques disclosed herein can enhance the user experience of signing in without the 
need to share private information with a host device. The process described in this disclosure 
enables secure sign-in, preserves user privacy, and allows a user control over user data that can 
be accessed by a host device. The process of signing in is fast and seamless, and reduces friction, 
without the user being required to perform any operations on their trusted device. The techniques 
utilize little battery power from the user device. Alternatives such as only biometric based 
authentication (without a proximity-based connection to the user device) can lead to false 
positives. A proximity-only solution requires the user to interact with their trusted device. 
Further to the descriptions above, a user may be provided with controls allowing the user 
to make an election as to both if and when systems, programs or features described herein may 
enable collection of user information (e.g., information about a user’s social network, social 
actions or activities, profession, a user’s preferences, or a user’s current location), and if the user 
is sent content or communications from a server. In addition, certain data may be treated in one 
or more ways before it is stored or used, so that personally identifiable information is removed. 
For example, a user’s identity may be treated so that no personally identifiable information can 
be determined for the user, or a user’s geographic location may be generalized where location 
information is obtained (such as to a city, ZIP code, or state level), so that a particular location of 
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a user cannot be determined. Thus, the user may have control over what information is collected 
about the user, how that information is used, and what information is provided to the user. 
CONCLUSION 
 This disclosure describes user authentication at host devices based on user biometrics and 
user proximity. Upon detection of the presence of a host device by a user’s mobile device, an 
unauthenticated connection is established between the mobile device and the host device to 
exchange metadata. The mobile device provides an encrypted ephemeral identifier (EID) to the 
host device. A biometric identifier is provided by the user to the host device. The provided 
biometric sample and the EIDs of are resolved to an associated user account. Upon verification 
of the biometric identifier and EID, an appropriately scoped authorization token is provided to 
the host device, tailored to the specific functionality of the host device for a limited duration. 
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